
Introduction
At eMudhra we firmly believe in ensuring continued availability and delivery of our products and services for our 
customers. eMudhra has deployed a comprehensive ISO 22301 certified business continuity and disaster recovery 
plan. This enhances our ability to respond, mitigate, and ensure recovery from unexpected disruptions to our 
services.

eMudhra is a CMMI Level 5 certified organization and our products & services are certified with international 
standards such as ISO 223301, ISO 27001, SOC-1 and SOC-2 Type-2 and so on. This document highlights eMudhra’s 
BCP for emSigner.com and other associated enterprise products.
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Copyright
Copyright © eMudhra Limited. All rights reserved. 
The information in this document is for the use of 
intended customer of eMudhra and exclusively for 
the purpose of the agreement under which the 
document is submitted. No part of it may be 
reproduced or transmitted in any form or means 
without the prior written permission of eMudhra. 
The document has been prepared to be used by 
professionals and trained personnel, and the 
customer assumes full responsibility when using it.

This document and the product it describes are 
considered protected by copyright according to the 
applicable laws

Disclaimer
The information or statements given in this 
document concerning the suitability, capacity, or 
performance of the mentioned hardware or 
software products cannot be considered binding 
but shall be defined in the agreement made 
between eMudhra and the customer.

However, eMudhra has made all reasonable efforts 
to ensure that the instructions contained in the 
document are adequate and free of material errors 
and omissions. eMudhra will, if necessary, explain 
issues, which may not be covered by the document.

Feedback
eMudhra welcomes customer comments as a part 
of the process of continuous development and 
improvement of the documentation.

Trademarks and Registered 
Trademarks
Products and product names mentioned in this 
document may be trademarks or registered 
trademarks of their individual proprietors.
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eMudhra Corporate Business Continuity Plan
eMudhra’s Corporate Business Continuity Plan (BCP) provides a framework on how our business will continue or 
recover its business-critical functions in the event of any unplanned disruption. The organizational backbone of 
business continuity planning at eMudhra is the people involved in the successful operations of the eMudhra 
services. The team for Business Continuity and Disaster Recovery has been constituted with team 
leaders/managers. In the event of a disaster affecting eMudhra services, the Crisis Management Team is called 
into action under the authority of the BCP Director who has the responsibility for approving actions regarding 
Business Continuity Planning. The BCP Crisis Management Team will respond in accordance with this Plan and will 
initiate specific actions for recovery by specialized teams as per the organization structure.

eMudhra BCP is tested on an annual basis as per audit calendar. The test was successful with no deficiencies.

Disaster Recovery and Resiliency
eMudhra achieves resiliency through four focused areas 

eMudhra maintains readiness by proactively assessing operational risks, establishing contingency plans, and 
administering incident response & crisis management training. We deliver our services based on this framework 
and established SLAs for uptime. We identify Recovery Time Objective (RTO) and Recovery Point Objective (RPO) 
which is subject to revision on a half-yearly basis considering the number of transactions, the bandwidth 
availability, the time lag in the recovery of log files, and the result of the DR Drills.

Ensuring backup and redundancy are the two main processes involved in maintaining an operational environment. 
eMudhra’s product and security team are responsible for evaluating their specific technical architecture and 
processing capabilities to determine the appropriate strategy in order to meet the requirements of eMudhra BCP. 
The teams also conduct a comprehensive Business Impact Analysis (BIAs) and identify Critical Business Functions 
(CBFs) which gets covered under the BCP plan.
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Annual Testing Plan
Review or testing of Annual Testing Plan is a critical element of a viable contingency capability. The review enables 
identification and resolution of plan deficiencies. This also assists in the evaluation of recovery team’s ability to 
implement the plan quickly and effectively.

Each Business Continuity Plan element gets tested to confirm the accuracy of individual recovery procedures and 
the overall effectiveness of the plan.

The list of test cases and relevant test procedures are documented as “BCP Test Plan.” A comprehensive exercise 
of continuity capabilities and support by designated recovery facilities are performed on a half-yearly basis.

Addition of test cases is a dynamic activity and BCP Leader shall ensure inclusion of additional cases. Obsolete 
cases get withdrawn and lessons learnt from the results of each test case results in apprising of BCP.

If the test did not meet RTO or RPO expectations, the product or service team is responsible for investigating the 
root cause and implementing a resolution.

The Business Impact Analysis (BIA) included the following activities:.

Disaster recovery plans are updated at least annually or as required due to changes in the operating environment. 
For security reasons DR plans are shared only with internal stakeholders responsible for Disaster recovery.
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Identifying business functions and analysing the interdependencies on both internal as 
well external processes

Identifying single points of failure

Assessing the impact on business in case of process failures

Ranking of functions after considering their criticality and probable impacts on the 
business

Ranking of functions after considering their criticality and probable impacts on the 
business
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About eMudhra

eMudhra is a leading provider of digital trust solutions, specializing in Public Key Infrastructure (PKI), Post 
Quantum Cryptography (PQC), and Fully Homomorphic Encryption (FHE) technologies. With a robust 
portfolio that includes digital signature solutions, identity management, and secure transaction solutions, 
eMudhra empowers organizations across various sectors, including defense, finance, healthcare, and 
government, to enhance their digital security. Committed to innovation and excellence, eMudhra 
continuously invests in research and development to stay ahead of technological advancements, ensuring 
their solutions meet the highest standards of security and compliance. By integrating cutting-edge 
cryptographic technologies like PQC and FHE, eMudhra ensures that its clients are equipped to face 
future cyber threats with confidence. With a global presence and a strong customer base, eMudhra is 
dedicated to fostering a secure and digitally empowered world.
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Continuity Process
If a critical business function becomes unavailable, Product Monitoring Team declares an outage and sends a 
notification to the appropriate incident response team members to assist with the investigation and validate the 
scope. The responsible product or service team works with the Product Monitoring team and other response 
teams and vendors as required to remediate the issue.

In the event of a customer-impacting problem or continuity event, eMudhra notifies affected customers of the 
outage and provides updates as necessary. If necessary, the proper authorities (e.g., fire, police, medical, etc.) are 
also notified.

Conclusion
eMudhra is committed to ensure continued availability and delivery of our products and services for the 
customers, which is clearly demonstrated by our ISO 22301 certified BCP program. This ensures that we are able to 
respond, mitigate, and ensure recovery from unexpected disruptions to our services.
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